CEO/BUSINESS EMAIL COMPROMISE (BEC) FRAUD

CEO/BEC fraud occurs when an employee authorised to make payments is tricked into paying a
fake invoice or making an unauthorised transfer out of the business account.

HOW DOES IT WORK?

Often, the request is
for international
payments to banks
outside Europe.

A fraudster calls or
emails posing as a
high ranking figure
within the company
(e.g. CEO or CFO).

The employee
Thev h d transfers funds to an
S/ e el ol account controlled
knowledge about the

i) by the fraudster.
organization.

Instructions on how to
proceed may be given later,
by a third person or via
email.

They require an urgent
payment.

They use language such as:
‘Confidentiality’, ‘The company The employee is requested
trusts you', ‘l am currently not to follow the regular

unavailable'. They refer to a sensitive situation authorisation procedures.

(e.g tax control, merger, acquisition).

WHAT ARE THE SIGNS?

) Unsolicited email/phone call ) Pressure and a sense of urgency

> Direct contact from a senior official you ) Unusual request in contradiction with internal
are normally not in contact with procedures

) Request for absolute confidentiality ) Threats or unusual flattery/promises of reward

WHAT CAN YOU DO?

AS A COMPANY
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