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n many countries,
particularly in the Euro-
pean Union, where

the General Data Protection
Regulation (GDPR) is in force,
personal data belongs to the
data subject. This control

over their own data means

respect to their own data, in-
cluding the right to access,

In an ideal world, we would
therefore have full control and
transparency over all of our
data and be able to use it
in an informed and
appropriate way in
our personal and
business lives.
However, the slow progress in imple-
menting ambitious data protection laws
illustrates their complexity. Most sectors
are not even in a position to do so be-
cause they lack the know-how, the neces-
sary technological capabilities or, more
fundamentally, the economic interest. Until
now, this has mainly affected technology
and online-savvy companies, which are
so advanced that in some cases they have
had to be strictly regulated in their use
of data. With open banking, however, the
financial sector, often perceived as outdat-
ed, is working to lay the foundations for
open, secure, and customer-driven data
exchange. And not just between financial

that individuals have rights with

rectify, erase, and port their data.

Swiss Financial Center:
Paving the Way to More
Data Sovereignty

SVEN SIAT, HEAD CONNECTIVITY, AND FABIO TOBLER,

service providers, but also across industry
boundaries. This is also happening in
Switzerland, but so far it has been rather
hidden from the general public. Yet this
could soon change, with the launch of the
first multibanking offerings for private
clients in Switzerland in 2025.

Open Banking Internationally
But first things first. Open banking has
similar goals to cookie banners, but for
financial services. Bank customers will be
able to share their banking data with
third parties, such as fintechs, if they so
choose, in order to use their alternative
products and services. The open exchange
of data between banks and third parties
is intended not only to increase control and
transparency over one’s own finances,
but also to promote innovation and com-
petition in the financial sector.

To accelerate this market development,
the global majority of major industrial-
ized and developing countries have now
introduced or are in the process of devel-
oping recommended or binding guidelines.
In particular, the latter means that the
scope of data from payment accounts will
be extended to almost all financial sec-
tors, i.e., not only banks, but also other fi-
nancial institutions such as insurance
companies, investment companies, pension
funds, or fintechs themselves. We are
no longer talking about open banking, we
are talking about open finance. Promi-
nent examples of regulation can be
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found in the EU, the UK, and, more
recently, the US. Until recently, the latter
relied on a market-driven approach in
which the financial sector was expected to
implement open finance on its own.

Where Does Switzerland Stand?
Switzerland also has strict data protec-
tion regulations. The Swiss Federal Data
Protection Act and the supplementary
Data Protection Ordinance, which are close-
ly based on the European GDPR, contain
clear obligations for companies that store
and process data. Open finance is not

yet enshrined in law, but it is certainly on
the Federal Council's radar.

In its report “Digital Finance - Fields of
Action 2022+" from the end of 2022, it
postulates open finance as a central ele-
ment for the digitalization of the Swiss
financial center, along with topics such as
artificial intelligence and DLT. While
the US has now jumped on the regulatory
bandwagon, Switzerland continues to
pursue an industry-driven approach. It is
well positioned and promising develop-
ments are emerging, albeit slowly. This
assessment was shared by the Federal
Council in June in its latest press release
on open finance, in which it described
current progress in the sector as “suffi-
cient for the time being”.

Success Thanks to
Standardization
Open banking is not a new idea. Nor is
the intent behind it. Banks have long
partnered with selected fintechs or other
banks to provide value-added services
to their customers. The innovation lies
in the standardization of these offer-
ings and their unprecedented market scale.
This in turn facilitates access for a
much broader target group that can
benefit from these services.

The Swiss financial sector has achieved
a high degree of standardization in the
implementation of open banking thanks to
strong cooperation. Swiss Fintech Innova-
tions, a central industry body, is working
with banks, fintechs and infrastructure
providers to define the necessary interface
standards - i.e., rules and specifications
that uniformly define what data can be ex-
changed with whom and in what format
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via a technical interface (API). Such
standards are currently being defined for
payments and asset management.
Uniform and secure API platforms, such
as SIX's bLink, enable the efficient and
scalable implementation of these stan-
dards for banks and fintechs that con-
nect to them. Providers and operators of
core banking systems such as Swisscom,
Avaloq, Finnova, Inventx, and ti&m have
specialized in the integration and oper-
ational management of APIs in banks in
cooperation with API platforms.

In recent years, this has resulted in a
growing ecosystem that is jointly driving
new open banking offerings in Switzerland.

The Focus on SMEs

Despite progress, a critical view is war-
ranted. To date, Swiss offerings have
focused primarily on corporate custom-
ers, or more precisely on Swiss SMEs.
These benefit mainly in the area of accoun-
ting, as bank balances and transaction
movements from several bank accounts
can be displayed in real time in an ac-
counting solution such as bexio, Klara, or
Abaninja. In addition, SMEs can transfer
their payments directly from such a third-
party solution to their house bank's
online banking system. The ePost applica-
tion already offers this option today -
even for private individuals.

The situation is similar in asset manage-
ment. Here, independent asset managers
can integrate position and transaction data
from custodian banks into their portfolio
management system via standardized in-
terfaces and, conversely, transmit stock
market orders directly to their clients’ cus-
todian banks.

The first step for SMEs is to connect their
bank accounts to the desired software
solution or application. The setup with mod-
ern open banking solutions takes only a
few seconds to minutes and works entire-
ly via industry standards for online au-
thorization, such as OAuth 2.0, and security
methods for identity verification, such as
two-factor authentication.

Opening Up to Retail Customers
through Multibanking

The Swiss do not currently enjoy such
data sovereignty. However, an ongoing




Multibanking increases data sovereignty for
personal accounts, while banking apps and

third-party providers enable comprehensive
financial management.

banking initiative to introduce multibank-
ing services for individuals promises to
change that. More than 40 Swiss banks
have signed a letter of intent under the
auspices of the Swiss Bankers Association.
The first services will be launched in 2025.
For the first time, Swiss citizens will be able
to share their financial data with third
parties easily and completely digitally. The
exchange of private client data will not
only take place between banks, as the term
“multibanking” suggests, but also with
non-banks such as fintechs. Only then will
the multibanking initiative be “effective-

ly implemented”, as the Federal Council
puts it in its press release.

As a first step, the initiative concerns pri-
vate accounts, which already offer a

wide range of possible applications. By
merging bank accounts, applications
from banks or third parties could enable
comprehensive financial management,
including calculating savings rates or track-
ing sustainability based on spending.
Third parties could perform efficient iden-
tity checks based on existing account
data, making it much easier to onboard
new customers. The creditworthiness

of individuals could be determined quickly
and easily by querying credit balance

and transaction data. The latter is particu-
larly relevant in the context of small
loans or the rapidly growing “buy now,
pay later” payment method in online
retail. All of these services are already
widely used in the EU and the UK.

Interoperability Is Key to
Innovation

A fundamental problem in the traditional
financial world is the lack of interop-
erability. Financial services and financial
service providers exist in isolated silos
and have limited ability to connect with
each other to create new services. This
stifles innovation. The Multibanking Initiative
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is enabling unprecedented interoperabil-
ity through the development of an API
infrastructure in which the majority of
Swiss banks are participating. Abroad,
financial institutions are beginning to use

this technological and strategic founda-

tion not only to share their data, products,
and services with each other, but also

to integrate with the value chain of com-
panies in other sectors to enable seam-
less customer experiences and financial
inclusion.

A World of Open Data

In its press release, the Swiss Federal Coun-
cil emphasizes that the multibanking
model is an interesting approach for open-
ing up further data sources via standard-
ized interfaces, for example in the pension
or insurance sector. This would give Swit-
zerland a high degree of data sovereignty,
at least as far as our finances are con-
cerned. If this development succeeds, the
financial sector has the potential to set
the course for an open, standardized, and

secure Swiss data landscape and serve

as a role model for other sectors such as
healthcare, telecommunications, or the
energy and housing market. Then we will
not only be moving towards open bank-
ing or open finance, but also towards open
data. A world where we have full control
and transparency over all our data and can
use it in a conscious and purposeful way
in our personal and business lives.




Open banking and open finance are
primarily about standardization and inter-
faces. As such, it's generally not of inter-
est to the end user. However, the implica-
tions are very exciting and relevant, as a
consistent open financial architecture can
promote transparency, lower barriers

to entry, and increase competition. Open
interfaces would make it much easier

for customers to get an aggregated view
of their assets or to combine services
from different providers. But there’s still
a long way to go.

Interfaces and standards are complex.
Especially for systems that have been de-
veloped separately over decades and
have largely operated in isolation. These
are difficult issues - from both a technical
and a business perspective. In addition,
the combination and integration options

are limited with a pure interface solution.
For example, when multiple databases
are involved, the truly atomic processing
of cross-database transactions that is
possible with a public blockchain cannot
be guaranteed.

Contrary to what the name suggests,
many DeFi applications are centralized. In
a recent paper published in the Journal
of Financial Regulation, I discuss these
dependencies together with Katrin Schul-
er and Ann Sofie Cloots. By DeFi, I mean
less the (de)centralization of individual pro-
tocols or services, but rather the idea of

a neutral platform that enables compos-
ability and smooth switching between
different applications. In addition, many
commercial banks are showing great in-
terest in the world of blockchain finance,
and some of them are also working with
public blockchains.

DeFi offers options. Where banking ser-
vices are unavailable or too expensive,
DeFi offers the option of holding the as-
sets yourself and interacting directly
with the financial protocols based on smart
contracts - with all the benefits and
disadvantages that this entails. In prac-
tice, few will want to do this in this ex-
treme form. Nevertheless, the architec-
ture offers great advantages because
the options create a certain pressure for
innovation and competition. In my
opinion, a financial system in which you
cannot store or transfer your assets
yourself is not ideal.



People have more ways to pay
than ever before, and their choices
are shaping the payments land-
scape. Digital wallets are taking
over the world.

HEARTBEAT

E-Commerce 30%
Digital wallets
40%
The e-commerce payment land-
scape in Europe is diverse. 22%
Diaital wallets led i ¢ Credit cards
igital wallets led in terms o 17%
transaction value (%) in
Denmark, Germany, Italy, Spain, 18%
and the UK in 2023. In Finland, A Aol 1 LTS 19%
the Netherlands, Norway, Poland,
and Sweden, account-to- 17%
iled Debit cards
account payments prevailed. 13%
2023 9%
“Buy now, pay later”
2027 (forecast) 8%
2%
Prepaid cards
2%
2%
Payment on delivery
1%
1%
Payment in advance
<1%
POS 41%
Debit cards
35%
Across Europe, the debit card
is the preferred means of 21%
f | h Credit cards
payment for personal purchases, 18%
as measured by the value of
POS transactions. With 41%, Swit- - 20%
o ES
zerland is right at the European 16%
average. The digital wallet is likely
to be the biggest competitor in 13%
h . Digital wallets
the coming years. 27%
2023 3%
Prepaid cards
2027 (forecast) 3%
2%
Installment payments
2%
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Wallets on the Rise
Worldwide

Already the e-commerce leader in
Asia-Pacific (APAC), Europe and
North America, the digital wallet is
expected to become the most
popular payment method in all
regions of the world by 2027.
According to POS forecasts, wallets
will overtake cards in APAC,

the Middle East, and Africa by 2027.

E-commerce

POS

F = forecast

Focus Switzerland:
Wallet Usage

64% of the population used at least
one of the common wallets last
year. This is almost twice as many
as in 2020.

2020

2021

2022

@ 2023
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e're
at the
head-
quarters
of the
building
insurance
of the canton of Aargau, less than five
minutes from Aarau train station. The
meeting room is high but small - it seems
to be upside down. And, remarkably for a
meeting with an IT boss, there’s no
screen, no TV, and no projector. There's
just a picture on the wall. When asked
about this, Daniel Gyr, CIO of the build-
ing insurance, has to laugh. “We mainly do
job interviews here,” he explains. He him-
self fits the image of an IT boss: short-
sleeved shirt, Apple Watch, crew cut.
But Gyr likes to laugh - his good mood
and fresh complexion are less in keeping
with the stereotype of the computer nerd.
Gyr tells the story of how the home-
owners insurance company informed its
customers last October that they could
now receive their invoices via eBill or e-mail.
“We told them on Friday, and by Saturday
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"We told them on
Friday, and by Saturday
they were flooding in"

A VISIT WITH DANIEL GYR, HEAD OF IT AT TEXT
AARGAUISCHE GEBAUDEVERSICHERUNG SIMON BRUNNER
(AARGAU BUILDING INSURANCE)

they were flooding in,” he says proudly.

Within one week, 32,000 homeowners
had switched to eBill or e-mail invoices.
To date, another 8,000 have done so -
out of a total of 120,000 customers. Be-
fore making the switch, the home insur-
ance company conducted several focus
groups, which showed that “many peo-
ple no longer want a paper invoice in
their mailbox,” says Gyr. “But not every-
one wants to sign up for eBill - that's
why we continue to offer invoices by e-mail.”

The two options are used in roughly
equal measure, but Gyr assesses them
differently from the perspective of the in-
voice issuers: “eBill is a typical Swiss
solution: very simple, practical, and reli-
able. You receive the invoice at the right
time, when you are logged in to your on-
line banking, and you pay with two or
three clicks, without having to make a sin-
gle entry. The downside: “I can only see
one,” says Gyr: “eBill is not free. The fees
could be lower.”

E-mail as an invoicing channel meets a
customer need, but it is a time-consum-

ing one: “E-mail accounts can fill up quick-



ly, invoice get sent to spam, accidentally
deleted or overlooked - or you get a new
e-mail address and forget to update it,”
says Gyr. “There're are also payment er-
rors. Sending is cheap: An e-mail costs
nothing.” But the whole process is quite
complicated.

Anyone who does not pay the invoice
receives a reminder by mail. “This has
to do with the fact that our invoices are
decrees,” says Gyr. What sounds like le-
galese has far-reaching consequences:
Orders place a legal lien on the proper-
ty, which can lead to foreclosure. “In rare
cases, properties have been foreclosed
on simply because the owners didn't pay
the building insurance - we're talking
about a few hundred francs a year in in-
surance premiums. Such a scenario
should be avoided at all costs. That's why
it's extremely important that the re-
minders are actually received.” Incidental-
ly, building insurance invoices can only
be paid with the QR-bill.

An external service provider, Mikro +
Repro in Baden, is responsible for
sending the invoices. “It was originally a
printing company,” says Gyr, “but it is
innovative and has developed into a full-
service provider in the area of account-
ing - certainly thanks to our collaboration.
The building insurance provider sends
the data to Mikro + Repro, which then print
and send the invoices, prepare them as
an e-mail, or deliver them to the eBill por-
tal, depending on the customer’s wishes.

Gyr is generally an innovative boss.
“Our digitalization pipeline is full to
bursting,” he says. At the same time, he
warns against chasing after every trend,

"

mentality that health insurance compa-
nies often use as an argument against a
standardized solution. “I've worked in
industry for decades. At Aargauische Ge-
baudeversicherung we work no less
hard, no less innovatively, and with no less
customer focus than in the private sec-
tor.” A direct comparison with the few can-
tons with private building insurance
operations also bears this out: “Their
premiums tend to be more expensive
than ours.”

Gyr lives in Birrfeld, or more precisely
in Lupfig, with his wife and two grown-up
sons. The 53-year-old is a passionate
mountain biker, so he has a keen interest
in the weather forecast. But when he
switched to the home insurance field in
2019, his relationship with hail, wind-
storms, and flood intensified once again,
as these cause the most damage to
homes. “When I get a storm warning on
my phone, I can’t help but cringe,” Gyr
says. “I worry about people in their homes
- and about my colleagues who have to
work an extra shift.” Gyr's knowledge of
the weather forecast is evident when
he says goodbye: “Enjoy the nice weath-
er,” he says, “because the day after to-
morrow, around 4 pm, the clouds will roll
in again.”

because “we often forget what customers
really want.” Artificial intelligence is a
good example: “Of course there're also
ideas for our industry. But what I've
seen so far doesn’t offer any real added
value.”
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does not accept the oft-quoted authority
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Wero's Long Journey

“Model TWINT: Europe’s new payment
platform.” - Headlines like this appeared
in the Swiss media on the launch of the
European payment system Wero. With-
out an IBAN, private customers will be
able to send money in just a few seconds
using their cell phone number or e-mail
address. The system will initially work in
Germany, France, and Belgium for P2P
payments. From 2025, it should also be
possible to pay online with Wero, and

in stores from 2026.
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MiCAR: Magnet for
Fintechs?

The EU’s Markets in Crypto-Assets Regula-
tion (MiCAR), which came into force last
year, will apply to crypto assets, including
e-money tokens (ETMs), from 30 June
2024. ETMs include stablecoins. A number
of fintech companies have already re-
ceived an EU license to issue euro-denom-
inated token money. Stablecoins from
outside the EU/EEA that are not pegged to
the euro will be subject to stricter rules.

A cross-border customer approach, e.g.,
from Switzerland, would only be allowed
under MiCAR in exceptional cases. Regula-
tory equivalence between Switzerland
and the EU is not foreseeable at this time.
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Shaping the Future of
EBICS

The EBICS community in the DACH coun-
tries and France is driving forward the
transnational standardization of the trans-
mission protocol throughout Europe.

The Electronic Banking Internet Communi-
cation Standard (EBICS) enables secure
data transfer between companies, banks,
and other financial institutions via the
internet - for payments as well as for secu-
rities and master data. The first drafts of
the new generation of EBICS have now
been published and show how the stan-
dard will be developed in the future from
the customer’s point of view. All interest-
ed parties can provide feedback until 16
September 2024.
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Is Harmoniza-
tion Running
Out of Steam?

Required knowledge
— Familiarity with the ISO 20022
standard

Let’s hope not! But it is precisely because
there are some doubts that it is important
to take a closer look at the developments
in Switzerland so far, from the conversion
of the Swiss financial center to ISO 20022
messages in the SIC system and at the cus-
tomer-bank interface, all the way
through to the merging of various solu-
tions into today’s eBill platform and

the introduction of the QR-bill. This was
accompanied by the rapid introduction

of EBICS as the standard interface and the
almost complete conversion to IBAN.
With the exception of LSV+/BDD, where
various legacy formats are still widely
used in addition to ISO 20022 messages,
payment transactions in Switzerland

are almost exclusively based on ISO - ISO
20022 for orders and reports, ISO 19005-3
for PDF/A-3 for eBill, ISO 13616-2 for the
IBAN - or on established industry stan-
dards such as EBICS. One of the few excep-
tions is the Standard Creditor Reference,
which has been in use for 50 years and for
which the payment parties still predomi-
nantly rely on the proprietary variant (QRR
reference), although an alternative

would be available in the form of the ISO
11649 Structured Creditor Reference.
However, this has also been included in
new offers and reports. In this respect,
the Swiss players can look back with pride
on what they have achieved.

Progress Is Also Being Made at
Global Level

The ongoing migration in the Swift network
to ISO 20022 for payments raises hopes
of a global push towards harmonization.
The SEPA payment area, which is also
important for Switzerland, has shown that
this push is possible to a certain extent.
However, Swift's recently adjusted time-
table makes it clear that the transition
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will take some time. For November 2025,
the focus is onorder messages (e.g.,
MT103 or MT202), while investigation
messages will follow later.

No end date has yet been set for
the equally important reporting messag-
es (e.g., MT900/910, MT940/2). Experi-
ence in Switzerland shows that the full
benefits and new possibilities can only
be exploited once the changeover is com-
plete. Nevertheless, the global change-
over is an enormous challenge, especially
in a network with long-established spe-
cial cases. But postponed does not mean
canceled.

The G20 countries are also committed
to simplifying global payments. Under
the leadership of the BIS, the Committee
on Payments and Market Infrastructures
(CPMI) has proposed far-reaching mea-
sures to reduce prices and improve ac-
cess for the general public. Harmonization
of payment requirements at the data ele-
ment level and in terms of processing and
availability to market participants is a
key objective. Politicians and regulators are
pushing in this direction. At the same
time, the HVPS+ is committed to and plays
a key role in the harmonization of central
infrastructures.

The Cost of Harmonization and
Regulation

Harmonization and standardization do
not come free. Standards limit the free-
dom of market participants because they
have to follow rules and are not free to
decide on product features. They also have
to support things that may not be rele-
vant to them or their customers. Another
obstacle is that local or regional regula-
tions often conflict with overarching har-
monization efforts.

In Europe, forthcoming regulations such
as the comprehensive Direct Debit Regu-
lation will have a profound impact on the
definition of services offered by financial
institutions. This means that a SEPA pay-
ment will have to be processed different-
ly from another cross-border payment.
The markets concerned therefore have
little incentive to work towards further
harmonization. If the requirements are so
different in substance, it is irrelevant
whether they are also different in design.
Regional regulators can thus hinder
global harmonization.
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The Benefits of Voluntary Action
In Switzerland, we have been spared over-
regulation. Here, market participants are
relatively free to decide when and how
to make adjustments. Nevertheless, it is
often argued that premature obedience
and good behavior are unnecessary cost
drivers. However, experience shows that
the sooner something is done, the sooner
you can move on to other things, such as
new perspectives or offerings.

You also have more time to make any nec-
essary adjustments. It's like getting to

the train station or airport a little earlier
so you can buy something for your trip.
And isn’t it great that customers appreciate
careful and sustainable implementation?

The excuse that switching to a new
message version or article extension
is useless is false. If you don’t need cer-
tain features, the price of harmonization
may be higher. But overall, it is cheaper if
everyone moves forward together. You
never know when a new service will be
needed, and it is cheaper for everyone
if there are not countless versions running
in parallel. Last but not least, this effi-
ciency gain ultimately benefits all market
participants.

Therefore, stakeholders should recog-
nize the overarching benefits of continu-
ous harmonization and act pragmatically,
economically, and proportionately - like
an efficient model student who does
not overdo things at the start and run out
of steam.

MARTIN WALDER, HEAD BILLING & PAYMENTS
STANDARDS, SIX
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DORA: New
Digital Resil-
lence in the Fi-
nancial Sector

EXPERTS ONLY

Required knowledge
— Basic knowledge of ICT

On 14 December 2022, the European Par-
liament and the European Council adopt-
ed Regulation (EU) 2022/2554 on digital
operational resilience in the financial
sector (DORA). It entered into force on 17
January 2023 and will apply from 17 Jan-
uary 2025. The EU Commission presented
the proposal for DORA on 24 September
2020 as part of a package on the digital-
ization of the financial sector, which also
includes a legislative act on markets for
crypto assets (MiCAR), a pilot project for
DLT-based market infrastructures, and a
strategy for digital financial systems.

DORA aims to protect the financial
sector, which is highly dependent on in-
formation and communication tech-
nology (ICT), from ICT risks and sets out
rules for their management, cyber inci-
dent reporting, operational resilience test-
ing, and third-party monitoring. It harmo-
nizes rules for 20 different types of finan-
cial institutions and third-party ICT ser-
vice providers to ensure resilience against
serious operational disruptions. As a
“lex specialis”, DORA will replace all over-
lapping legal texts, such as the NIS Di-
rective (Network and Information Security
Directive), and serve as the primary point
of reference for compliance by financial
institutions.

Legal Effect for Liechtenstein and
Indirect Effect for Switzerland

In order for DORA to have legal effect in
the EEA member state Liechtenstein, a
decision by the EEA Joint Committee and
the associated incorporation into the
EEA Agreement is required. DORA has not
yet been incorporated into the EEA
Agreement. However, it is expected to en-
ter into force at the same time as the

EU. As Switzerland is neither a member
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of the EU nor the EEA, it does not have to
implement DORA directly - and the regula-
tion is not directly applicable in Switzer-
land. However, Swiss ICT service providers
wishing to provide services to financial
institutions in the EU are indirectly affected.
This applies regardless of whether they

are independent third parties or group com-
panies affiliated with an EU financial in-
stitution. DORA imposes additional obliga-
tions on EU financial institutions when
working with ICT service providers outside
the EU, including Switzerland.

Recommendations: Strategies
and Requirements

Digital operational resilience is the ability
of organizations to maintain their opera-
tional integrity in the face of ICT disrup-
tions. Financial institutions must develop
a robust program, appropriate to their
size and business profile, to assess their
resilience and identify vulnerabilities. This
program must take into account the evo-
lution of cyber threats and include annual
testing of all critical ICT applications and
systems by independent, qualified inter-
nal, or external entities. Testing should
include vulnerability assessments, net-
work security analysis, and other methods
to ensure comprehensive coverage and
continuous improvement. In addition,
internal policies and procedures must
determine which issues are prioritized for
remediation, and assessment methodolo-
gies should ensure that all vulnerabilities
are fully remediated.

Where financial institutions use the
services of external critical service pro-
viders, they must be included in the re-
silience considerations. This means that
financial institutions must regularly re-
view the security measures and resilience
strategies of their service providers
and ensure that they meet their own
standards.

Many of the requirements set out in
DORA are already known from existing
regulations such as the European Banking
Authority guidelines. In some cases, how-
ever, they go further and require adapta-
tions, including changes to IT systems.

Joining the Swiss FS-CSC

The rapid pace of technological develop-
ment means that cyberattack methods
and strategies are constantly changing.
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In the future, banks will need even more
financial and human resources to en-
sure adequate protection against cyber-
attacks. This will exacerbate the existing
shortage of cybersecurity specialists, mak-
ing it all the more important to attract
them to the country. Banks in Liechten-
stein are aware of these risks and chal-
lenges and monitor them around the clock.
They use both human resources and
artificial intelligence to manage them
efficiently.

Cybersecurity is also a high priority
at the association level. The Liechtenstein
Bankers Association joined the Swiss
Financial Sector Cyber Security Center
(Swiss FS-CSC) to strengthen coopera-
tion with Switzerland and increase cyber
resilience. The FS-CSC provides financial
institutions and associations with addition-
al resources and support to improve their
resilience, a platform for the exchange of
information and best practice, as well
as specialized training and support in the
development of security strategies.

IVICA KUZMIC,
LIECHTENSTEIN BANKERS ASSOCIATION

FURTHER INFORMATION:

Eiu

[EIPE  swiss Fs-csc

EI% REGULATION (EU) 2022/2554

EXPE

EXPERTS ON



PERTS ONLY

EXPERTS ONLY

EXPERTS ONLY

PSR and
PSD3 - An
Overview

of the
Implications

Required knowledge

— Basic understanding of payment
transactions

— Knowledge of the PSD2 Directive
and its objectives

In 2015, the EU Commission adopted

and introduced the second Payment Ser-
vices Directive EU 2015/2366 (PSD2).

The aim was to regulate technical innova-
tions in the retail payments market,

the increasing number of electronic and
mobile payments, and new payment
services.

Revision
As part of the 2020 work program, the
Commission has presented a package of
measures as the third priority under the
title “An economy that works for people”.
This includes the revision of the exist-
ing PSD2 regulation. In its analysis, the
Commission identified four fundamental
problems in the market:

The development
of the PSD Directive

Versions
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— Customers are vulnerable to fraud and
lack trust in payments.

— The open banking sector functions
incompletely.

— The supervisory authorities of the
EU member states have different
powers and duties.

— There are unequal competitive condi-
tions between banks and payment
service providers outside the banking
sector.

The following actions, among others, can
help address the issues identified:

— Improving the use of strong customer
authentication

Creating a legal basis for fraud infor-
mation sharing

Mandatory fraud reporting to cus-
tomers

Conditional waiver of liability for fraud
on authorized push payments
Requiring payment service providers
to improve strong customer authen-
tication for people with disabilities
Requiring account-holding payment
service providers to provide a dedicat-
ed data access interface

Introducing a “permissions dashboard”
to allow users to manage the open
banking access permissions granted
to them

Transposing most of PSD2 into a di-
rectly applicable regulation to clarify
unclear aspects of PSD

— Integrating licensing regimes for pay-
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ment and e-money institutions

— Strengthening the rights of payment
and e-money institutions to a bank
account

— Allowing payment and e-money insti-
tutions to participate directly in all
payment systems, including those set
up by member states under the Settle-
ment Finality Directive (SFD).

This resulted in two proposals to revise
the PSD2 Directive, which the Commission
published on 28 June 2023: the Payment
Services Directive (PSD3) and the Payment
Services Regulation (PSR). In a directive,
the European Council specifies certain re-
sults to be achieved. It is up to the mem-
ber states to decide how to transpose the
directive into national law with regard to
the results. A regulation, on the other hand,
is directly applicable in the EU member
states. This ensures harmonized imple-
mentation throughout the EU.

EEA states, such as Liechtenstein, must
incorporate directives and regulations
into the EEA Agreement. This is done via the
EEA adoption procedure. The EEA Joint
Committee, which consists of representa-
tives of the EU and the EEA/EFTA states
of Norway, Iceland, and Liechtenstein, ex-
amines the legal acts to be incorporated.
Formal adoption takes place through the
inclusion of the acts in the list of proto-
cols and annexes to the EEA Agreement.
After incorporation into the Agreement,
the EEA/EFTA state concerned must imple-

ment the act into national law in accor-

Entry into force

PSD3

Most important extensions

Stricter rules for authentication and for
access to payment systems and account
information, new regulation (PSR) for
consumer protection

2026 (presumably)

PSD2.1 (amending directive) Stricter requirements for authentication 25.11.20
PSD2 (Directive 2015/2366/EU) Strong customer authentication, new play- | 13.01.18
ers (third-party providers) and services
(AISP, PISP)
PSD1 (Directive 2007/64/EC) 01.11.09
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dance with national provisions. This is a
formal process that only allows for techni-
cal adjustments. In Liechtenstein, this is
the responsibility of the EEA Unit. In coop-
eration with experts from the Liechtenstein
national administration and the minis-
tries, the EEA Unit prepares biennial EEA
Working Lists, which the government
adopts in a government decree, together
with the implementing measures and im-
plementation schedules specified therein.

Key Changes

Even before the revised PSD2, different
EU member states had national regula-
tions for payment and e-money institu-
tions. However, these were not always
consistent, leading to fragmentation

and differing requirements. PSD3 aims to
create a single legal framework. With
PSD3, e-money institutions will be able to
obtain authorization as payment service
providers (PSPs) throughout the EU, mak-
ing the Electronic Money Directive
(EMD2) redundant. In addition, third par-
ties will be able to overcome existing
barriers to accessing customers’ bank
accounts.

An important innovation is the verifica-
tion of the IBAN and the name of the ben-
eficiary for non-immediate transfers:

The payer’s PSP must offer its customers
a service to verify that the IBAN matches
the beneficiary’s name as provided by the
payer. The PSP may request this verifica-
tion free of charge from the beneficiary’s
PSP. If the IBAN and the name do not
match, the PSP must inform the payer of
the discrepancy. Instant payments are
explicitly excluded from the verification of
the beneficiary in PSD3, as this is already
included in the new Instant Payment Reg-
ulation (IPR).

In order to strengthen customer confi-
dence, the Commission has tightened
the liability rules. If a PSP denies having
authorized an executed payment trans-
action, the use of a payment instrument
recorded by the PSP (e.g., a bank) alone
is not sufficient to prove that the payer
authorized the transaction or acted
fraudulently or with gross negligence in
breach of one or more of his obligations.
The onus is on the PSP to prove that
the payment service user acted fraudulent-
ly or with gross negligence. If they are
unable to do so, they must refund the
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amount of the unauthorized payment
transaction to the payer no later than 14
days after notification of the transaction.
In addition, the Commission has extended
the payer’s right to a refund in cases of
fraud. Suppose someone pretends to be
an employee of a PSP, using the employ-
ee’'s name, e-mail address, or phone num-
ber, and induces the payer to authorize

a fraudulent transaction. In this case, the
PSP must compensate the loss in full,
provided that the payer immediately re-
ports the fraud to the police and noti-

fies the PSP.

An electronic communications service
provider is obliged to cooperate closely
with PSPs. They must immediately take
appropriate organizational and technical
measures to ensure the security and con-
fidentiality of communications. This also
applies to the transmission of phone
numbers and e-mail addresses. If the ser-
vice provider does not remove the fraud-
ulent or illegal content after becoming
aware of it, they must reimburse the
PSP for the full amount of the fraudulently
authorized payment transaction, provid-
ed that the payer has immediately report-
ed the fraud to the police.

PSPs may exchange the IBANSs of their
beneficiaries with each other if they
have sufficient evidence of fraudulent
payment transactions.

Schedule

On 23 April 2024, the European Parliament
adopted the EU Commission’s proposals
for PSD3 and the related PSR Regulation
at the first reading.

Following the Council’s decision, expect-
ed this summer, the final versions could
be available by the end of 2024. Member
states will be granted a transitional peri-
od of 18 months, meaning that the regu-
lation could come into force in 2026.

ROMANO RAMANTI,
CERTIFIED ETHICAL HACKER,
ZURCHER KANTONALBANK

FURTHER INFORMATION:
[Elgad[E] EU REPORT ON THE

PSD2 REVISION
[=:
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—— GLOBAL PERSPECTIVES

Is Embedded
Finance About
to Soar?

Have you ever booked a flight and bought
travel insurance at the same time? This is
the vision of embedded finance. The trav-
el platform makes it possible to not only
book airline tickets, but also to purchase
insurance - without leaving the website.
The insurance benefit is embedded direct-
ly and seamlessly into the booking pro-
cess. This practice is becoming increasing-
ly common around the world and
beyond the travel industry. According to a
recent study by the Institute of Financial
Services at the Lucerne University of Ap-
plied Sciences and Arts, the embedded
finance industry in Switzerland will gener-
ate revenues of approximately 1.3 billion
US dollars by the end of 2023. Assuming an
annual growth rate of 22%, revenues will
increase to 3.3 billion US dollars by 2029,
while the global market is expected to
grow to 623 billion US dollars by 2032. Just
how big the potential is can only be
guessed at. According to study director
Thomas Ankenbrand, such solutions

have only been implemented “sporadical-
ly” in Switzerland to date. One example

in Swiss payment transactions is the
“Parking” partner function in the TWINT
payment app. It allows users to find free
parking spaces, select the desired parking
duration and pay directly via the app.
Similar services are available in other parts
of Europe. EasyPark, for example, is active

18

in more than 1,500 cities in 20 countries. In
the US, the ParkMobile app processed
more than 134 million parking transactions
in 2023.

These figures illustrate the growing
importance of “embedded” services
that are not limited to payments. An ex-
ample is embedded lending, which is a
financial service but integrated into plat-
forms or applications outside the tradi-
tional banking environment, providing
access to lending functions through the
same interface. E-commerce platforms do
this to facilitate large purchases. For ex-
ample, when buying a new smartphone,
the purchase price can be spread over
several months. “Buy now, pay later” has
the highest market share in countries
such as Sweden, Norway, Denmark, and
Germany, making it a popular alternative
to traditional credit cards.

The authors of the study expect this
concept to play a role in the banking
world in the coming years. However, the
Swiss financial sector in general does
not (yet) attach much importance to this
topic. According to the authors, this is
dangerous because, over time, non-banks
could decide to offer financial solutions
directly and without banks. It is therefore
essential for banks to adapt to this
changing situation if they want to main-
tain their market position. It remains to
be seen whether financial institutions can
conquer the skies of embedded finance.

GABRIEL JURI

FURTHER INFORMATION:
[l Er IFZ FINTECH STUDY 2024
[=]:%;

The People,
the Ballot

and the Future
of Money

“CBDCs may be popular with central bank-
ers, but ultimately money is a tool for

the people. As long as the risks outweigh
the benefits, it is unlikely that a CBDC

will take root in Africa or elsewhere.” This
was the verdict of US think tank Cato
Institute following the failure of Nigeria's
central bank digital currency. Despite a
nationwide referendum with 99.5% approv-
al, the African country’s government in-
troduced the eNaira in January 2023. With
a total population of about 230 million,
according to the International Monetary
Fund, there are currently 13 million eNaira
wallets, most of which are inactive.

In Canada, over 80% of the almost
90,000 respondents were strongly op-
posed to the Bank of Canada researching
and developing the possibility of issuing
a digital dollar. Only 12% of respondents
said they “might” use a digital currency.

The Bank of England and HM Treasury,
for their part, received more than 50,000
responses to their survey on the digital
pound by the end of 2023. The number
of private individuals involved is not known.
The authorities state that there will be a
further consultation before the introduc-
tion of primary legislation to give both
Parliament and the public a say.

Less than 8,000 people responded to the
European Central Bank's public consulta-
tion about three years ago. The low level of
interest may have been due to the fact
that the questions suggested a positive
outlook. It is not known how many



ce the
withdraw-
dingly: at the begin-
were around
Switzerland, compared to
, according to the Swiss Na-
Bank. At the same time, however,
ash plays an important role in the
economy and is indispensable for the ma-
jority of the population. Access to cash
must therefore be guaranteed. This re-
quires ATMs, but not too many; other-
wise, the business becomes unprofitable
for the banks that operate them. The
solution to this dilemma lies in pooling -
the idea that banks combine their ATMs
under one roof and centralize operations
to save costs and ensure service availabil-
ity. In Switzerland, where some 240 finan-
cial institutions operate their own ATMs,
the potential for synergy is enormous.

The Less Dependent on Cash,
the Easier

While the pooling solutions offered by SIX,
the market leader in the ATM network,
are only now gaining momentum in Swit-
zerland, they have been successfully
implemented in other countries for some
time. In Sweden, for example, five of

the largest banks announced in 2011 that
they would outsource their ATMs to

a separate company called Bankernas

d. The num-
been declining rapidly for
st year, there were less than
alf as many as a decade ago. No wonder
complaints about difficulties in with-
drawing money are on the rise. Reason
enough for the Belgian government
to reach an agreement with the banking
association last year to more than
double the number of ATMs from around
1,000 to at least 4,000 by 2027.
A change in perspective is there-
fore emerging in the current debate.
Where once there was a movement
toward a cashless society, concerns about
privacy, financial inclusion, and emergen-
cy preparedness are leading to a reassess-
ment. The idea that cash should not
disappear altogether is gaining support.
Each country must find its own ideal
distribution of ATMs. This depends on fac-
tors such as population density, eco-
nomic activity, geography, technological
trends, and regulation.

GABRIEL JURI

FURTHER INFORMATION:
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SYNERGY POTENTIAL IN THE
SWISS CASH INFRASTRUCTURE
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What do a human life and money have in common?
They are worth different amounts from continent to
continent and from country to country.



